Description of an Elective Academic Component
Academic Elective Academic Component «Modern International
Component Organizations in the Field of Information Security»
Level of HE First (Bachelor) Level

Title of Specialty /
Educational and
Professional
Program

291 International Relations, Public Communications and
Regional Studies / International Information and Public
Communication.

Form of Education

Full-time

Year, Semester,
Duration

3d year, 6 semester, 5 credits

Semester Control

Credit

Number of Hours
(total: including
lectures / practical)

150 hours: lectures — 10 hours, practical — 20 hours.

Language of
Instruction

English

Department that
Provides Teaching
the Academic
Component

International Relations

Instructor

PhD of 291 International  Relations,  Public
Communications and Regional Studies, Senior Lecturer of
the International Relations Department Nazarii SHULIAK

Brief description

Requirements for
starting studies

Basic knowledge of history, theory of international

relations, information hygiene.

What will be studied

Principles, goals and main directions of international
intergovernmental, regional organizations and international
non-governmental organizations activity, as well as
organizations of the UN system in the field of cyber
(information) security. Modernization of the international
organizations policy in the field of cyber (information)
security has given the emergence of new hybrid threats to
international peace.

Why it is interesting /
should be studied?

The hybrid nature of modern information threats has led to
a change in the approaches of international organizations to
policy in the field of cyber (information) security and the
formation of new structures to counter modern challenges
to maintain peace and stability. Currently, the problem of
ensuring cyber (information) security at the international
level consists of the desire of individual world actors to

control political processes in significant territories using




actual information and cyber operations, which causes a
fundamental problem of a permanent information
imbalance of power and a violation of national information
sovereignty.

What you can learn
(results)

To know the nature of international cooperation, the nature
of the interaction between international actors, and the ratio
of state and non-state actors in world politics. To know and
understand the nature and dynamics of international
security, to understand the peculiarities of its provision at
the global, regional and national levels, to know the nature
and  approaches to solving international and
internationalized conflicts. Classify and analyse the
effectiveness of international organizations (UN, NATO,
OSCE, BRICS); conduct training sessions of the main
bodies, specialized agencies of the UN and key
international intergovernmental regional organizations in
the field of cyber (information) security on key issues;
determine the effectiveness of international organizations;
to analyse the mechanisms and main directions of
cooperation between the world’s states and international
organizations in the field of cyber (information) security.

How to use the
acquired knowledge
and skills
(competencies)

Apply knowledge in practical situations. Use information
and communication technologies. Analyse the nature and
evolution of international organizations, their place in the
system of international relations, the main forms and
prospects of Ukraine’s cooperation with them, and
strategies for international cooperation in the field of cyber
(information) security; to determine common and different
approaches to the transformation of the political activity of
international organizations in the field of information
policy; practically ensure cyber (information) security in the
format of information hygiene and educational work with
the population; apply the skills of creating international
countermeasures and prevention of global information

confrontation, unpredictable in its consequences.




